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More on Mobile Payment Options 

 
 
 

 

Attention TSYS 
Online Users — 

 
The Bursar’s Office 

 

(Jennifer Hellwege 
472-9004 or  

jhellwege@unl.edu)  
 

should be contacted for the following account access 
questions: 

 
 Resetting a password 
 New account set up 
 Deactivating accounts 
 
Please DO NOT contact TSYS Customer Service for these 

types of issues. 

 
Welcome to our newest 

merchants: 

 

University Libraries  

 

  and  

EdMedia eCommerce 

 

 

Welcome back to   
Mike Rutt!   

We’re thrilled to       
announce that Mike is 
back at UNL and joins 
Dan Buser and Ricky 

Keim on the PCI      
support team. 

 

 

 

PCI Guru (pciguru.wordpress.com) published 
the following “mobile payments update” article 
August 30, 2013:   

This past week, Bob Russo, General Manager of 
the PCI SSC, held Webcasts to discuss the 
changes coming to version 3 of the PCI DSS 
and PA-DSS.  For the most part, these 
Webcasts were nothing special.  Just a scripted 
regurgitation of what was published in the Ver-
sion 3.0 Change Highlights document release 
earlier this month. 

However, at around 35 minutes into the 
Webcast I attended, things got very interesting 
and an actual useful piece of information was 
shared.  For it was at that point that Mr. Russo 
launched into a discussion about mobile pay-
ments and the use of consumer devices such as 
smartphones and tablets for the processing of 
card transactions.  Mr. Russo stated: 

“The fact is that many consumer mobile 
devices simply cannot provide the level of 
security needed to adequately protect pay-
ment card data.  In other words, they cannot 
create a trusted environment equivalent to 
the PCI DSS compliant cardholder data en-
vironment.” 

Whoa!  Now there is a piece of information I 
was not expecting.  I looked at the slide and 
these are the bullets on the slide. 

·  PCI Standards focus on merchant ac-
ceptance 

·  Mobile payment acceptance still evolving 
·  Understand risk and use PCI SSC resources 
·  PCI SSC is working with industry 

Mr. Russo went on to say: 

“We encourage merchants to understand the 
risk of using mobile, work with their acquir-

er and make their own decisions about mo-
bile and whether they are willing to accept 
that risk.” 

“We’re working with others in the industry 
including: standards bodies, vendors, banks 
and processors.  But we are unwilling to 
lower the bar for security by writing a stand-
ard that current mobile devices could 
meet.  If we wrote a secure standard for mo-
bile now, no consumer devices would be 
able to meet it.” 

The bottom line in all of this is that all of you 
merchants using iPads, iPhones, Android 
phones and tablets and similar devices are using 
them at your own risk.  They are not PCI com-
pliant.  Not only that, you should have cleared 
that decision with your acquiring bank so that 
they also accepted the risk that you were using 
mobile devices to accept payments... 

…I am sure this will create many interesting 
discussions at the PCI Community Meeting that 
is just a few weeks out.  So stay tuned. 

 
“all of you merchants using iPads, 
iPhones, Android phones and tablets 
and similar devices are using them at 
your own risk.  They are not PCI com-
pliant.”   
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121 Canfield Administration Bldg 
Lincoln, NE  68588-0412 
 

Phone: 402-472-1734 
Fax: 402-472-2959 
E-mail: bursar@unlnotes.unl.edu 

The Office of the Bursar is responsible for 
administering the University of Nebraska-
Lincoln money handling policies and proce-
dures.  Don’t ever hesitate to contact us 
with any receipting questions you may 
have. 

University of Nebraska —Lincoln 
Bursar’s Office 

Version 3.0 Hot Off the Presses 

The Payment Card Industry Security Standards Council (PCI SSC) just issued Payment Card 
Industry Data Security Standard (PCI DSS) Version 3.0.  The standards are available at the    
PCI SSC website:   

 https://www.pcisecuritystandards.org/security_standards/documents.php 

We expect our compliance documentation for the 2013-14 fiscal year to still be in Version 2.0.  The following fiscal year, 2014-
15, we would then start using Version 3.0.  This will be confirmed with TSYS Merchant Solutions and disseminated to all UNL 
merchants. 

Our security team will be reviewing the new standards to ensure UNL maintains its compliance.  But at this time, we have very 
little information on what changes might affect business processes for our merchants.  We will keep you informed as the docu-
ment is reviewed and any necessary changes or requirements are discovered.  Please be sure your information technology team 
is aware of the new version and where it can be accessed for their review. 

The State of Nebraska’s Request for Proposal 
(RFP) released on June 3, 2013 was unsuccessful 
and all bids have been rejected.  A new RFP for 
Credit Card Processing Services only is expected 
to go out next year.  Being under the State’s um-
brella, this RFP includes the University’s credit 
card processing services as well.   

This means the contract with our current Ac-
quirer, TSYS Merchant Solutions, has been ex-
tended.   

RFP Delayed for Credit Card 
Payment Services Holiday Season Approaching 

With the holidays just around the corner, that can bring up several things 
for UNL merchants.   

For those with terminals, don’t forget terminals automatically settle 
nightly.  The terminal must be connected to the phone line and power in 
order for this to occur.  If you will be closing for extra days, you either 

need to manually settle the batch before leaving or 
leave the terminal in place over the break. 

For those of you with online processing, even 
though you may be out of the office orders may still 
be rolling in.  Monitoring of the system needs to be 
in place over the holiday break. 

Another thing to consider is an increase in sales and 
subsequent customer service which might require 
greater staffing.   

So plan ahead and be sure you’re ready for the ex-
citement and challenges that lie ahead... 

https://www.pcisecuritystandards.org/security_standards/documents.php�

	University of Nebraska —Lincoln
	Bursar’s Office
	November, 2013
	Payment Cards Processing at UNL
	University of Nebraska —Lincoln
	Bursar’s Office


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


