
University of Nebraska —Lincoln 
PCI Compliance Task Force 

SEPTEMBER, 2015 (#2) VOLUME 9, ISSUE 6  

Payment Cards Processing 
at UNL 

More Swipe Terminal Tips and Options 

 

Merchant Setup   
Under Elavon 

Under Elavon, mer-
chant accounts cannot 
have setups which 
include both 1) online 
credit card activity and 
2) in person and/or 
mail-order, telephone-
order (MOTO) activity.  
Anyone with this type 
of mixed setup will 
need to have two mer-
chant accounts under 
Elavon separating the 
different types of activ-
ity. 

This will be discussed 
when it comes time to 
convert your merchant 
account(s). 

 

Stand-Alone Swipe 
Terminals Shipped 

All stand-alone swipe 
terminals have been 
boarded under Elavon 
and the machines 

should have been 
received.  If you 
have not received 
your new terminal, 
contact Jennifer 
Hellwege. 

We’ve had some great questions from you, the merchants, since the new 
Ingenico ICT250 terminals arrived.  We wanted to share the infor-
mation we’ve collected and hope this is helpful to your conversion as well. 

Calling Customer Service 

 Phone Number 
 We understand the Customer Service Number we’ve been providing in our 
 emails is different than the one on the sticker on the terminals.  Either 
 phone number is acceptable for calling Customer Service.  

 800-777-7240     or     800-725-1243  

  Validation of Merchant 
 Elavon will confirm your Location Street Address (see attachment) when you 
 call in and also  ask for your MID (merchant ID#). 

Size of Text 
The size of the text on receipts and the batch reports appeared quite 
small for one merchant.  The font size can be adjusted by calling in to Customer 
Support at 1-800-725-1243 and selecting terminal support. 

COMM Errors 
A merchant was experiencing multiple COMM Errors on their terminal.  Elavon 
suggested calling Customer Support at 1-800-725-1243.  Select terminal support and 
ask for communication troubleshooting.  

Corrections of Transactions 
If a correction is needed on a transaction for which the card number is no longer 
available, Elavon’s Customer Service can assist with the transaction(s).  Call 1-800-
725-1243, select terminal support via the phone tree and ask for assistance run-
ning a refund/correction on the terminal. The phone representative can also as-
sist with getting a full card number if that is needed to correct the situation.   

Credit vs. Debit 
Always select “Credit” when running a transaction.  We are not setup for the debit 
card payment system. 
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Information Technology Services (ITS) 
Cheryl O’Dell cherylo@unl.edu 
Dan Buser  dan.buser@unl.edu The PCI Compliance Task Force is a collab-

oration between Information Technology 
Services (ITS) and the Office of the Bursar.  
It is a cross-functional team responsible 
for administering the University of Nebras-
ka-Lincoln payment card policies and pro-
cedures, monitoring payment card activity, 
and educating merchants. 

University of Nebraska —Lincoln 
PCI Compliance Task Force 

Ordering Supplies 

The ICT250s use thermal paper and there is a limit to the roll 
size.  Office Depot does not carry the size of roll needed so you 
must call the supplier Elavon uses.  To order paper: 

 Call Elavon Customer Service at 1-800-725-1243 and choose 
option 3 for supplies.  It routes the caller right to GCF the 
third party vendor for supplies.  Be sure to have your MID 
(merchant ID#) available. 

 Another option is to order through your Merchant Connect 
account.  If your department does not yet have an account and 
would like one, contact Jennifer Hellwege. 

The supplies will ship from Missouri via FedEx Ground.  They esti-
mate it will take 2 shipping days.  For an additional charge, they can 
expedite the shipping.  The merchant will be billed by invoice for 
the paper. 

ATTENTION:  On orders through October 31st, be sure 
to use Promotion Code SUPPLY20 for a 20% discount.  
(There was a flyer in your terminal box.) 

 

Office of the Bursar 
Lyda Snodgrass lsnodgrass1@unl.edu 
Jennifer Hellwege jhellwege@unl.edu 

Point-to-Point Encryption Devices 

P2PE devices are not yet readily available.  They are 
slowly starting to trickle in but processors are still work-
ing on their integration.   

What does this mean for merchants?  Your process-
es may have to be altered in order to achieve compli-
ance at this time.  This may mean less integration and 
more manual entry of transactions.    

 
The UNL PCI Team would like to send out a big 
Thank You to our merchants.  Your patience and 
understanding throughout this conversion is very 
much appreciated.  We know this is a difficult and 
sometimes stressful project for all of us, and we 
are thankful to be working with such a great team 
of individuals. 

Old TSYS Terminals 

Settlement of TSYS Terminal 
Be sure to settle the last 
batch on the TSYS ma-
chine before unplugging 
the terminal.   

Return of TSYS Terminal 
Once you have settled your last 
batch on the TSYS terminal and 
switched to the Elavon terminal, 
you can send your old TSYS termi-
nal(s) to the Bursar’s Office.  Please 
put a sticker on it saying “TSYS 
terminal, Department Name, and 
TSYS Merchant #” so we can iden-
tify which terminals came from 
where just in case that is needed. 

mailto:jhellwege@unl.edu�

	University of Nebraska —Lincoln
	PCI Compliance Task Force
	September, 2015 (#2)
	Payment Cards Processing at UNL
	University of Nebraska —Lincoln
	PCI Compliance Task Force


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


