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Payment Cards Processing 
at UNL 

Additional Training a Must for ALL in V3.0 

 

USBank Contract 
with               

State of Nebraska 

The Merchant Services 
contract with USBank 
is still being negotiated 
at this time.  We under-
stand this delay creates 

issues for our mer-
chants and for our 

progress in implement-
ing recommended 
changes.  We have 

expressed our concerns 
to those directly in-
volved and will keep 
you informed of its 

progress. 

We have begun our 
conversations with 

USBank to try to ease 
this transition as best 
we can; however, con-
versations have been 

limited due to the pend-
ing contract. 

There are specific training requirements in V3.0 which must be 
adhered to by all parties handling cardholder data.  Since only 
your department knows which individuals are involved in card 
processing, the monitoring of this training will be the depart-
ment’s responsibility. 

 

Cash Handling Training 

All personnel connected in any way with cash handling, including payment card transactions, must 
review cash handling policies & procedures on a regular basis.  A review should occur at least annually 
and documentation of this review should be retained within the department.  Cash handling policies 
& procedures training is available at:  http://bursar.unl.edu/cash-handling-policies-procedures  

 

Security Awareness Training –Requirement 12.6 

All personnel connected in any way with cardholder data need to annually 
complete security awareness training at http://its.unl.edu/security/
security-awareness-training.   

Departments can contact Cheryl O’Dell with a listing of employees who 
need to complete the training if you’d like to request access as a group 
instead of individual requests.  Cheryl can also provide reporting to de-
partments so they can ensure all employees have complied with this requirement.   

 

Device Tampering Training –Requirement 9.9 

All personnel must be trained to protect devices which capture payment card data through physical 
interaction (i.e. swipe, dip, or wave) with a payment card.  Personnel must be trained to be aware of 
attempted tampering or replacement of devices, and terminals must periodically be inspected to look 
for tampering and substitution.   

Two resources that we’ve found to be helpful are: 

 https://www.pcisecuritystandards.org/documents/Skimming%20Prevention%20BP%20for%
20Merchants%20Sept2014.pdf 

 http://usa.visa.com/download/merchants/alert-pos-terminal-tampering-020311.pdf  

Either of these could be used for training within departments and, again, the department must docu-
ment all who need training have received it. 

 
 
 

 

 95 Individuals   
 have already 

   completed 
   this training. 
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121 Canfield Administration Bldg 
Lincoln, NE  68588-0412 
 

Phone: 402-472-1734 
Fax: 402-472-2959 
E-mail: bursar@unl.edu 

The Office of the Bursar is responsible for 
administering the University of Nebraska-
Lincoln money handling policies and proce-
dures.  Don’t ever hesitate to contact us 
with any receipting questions you may 
have. 

University of Nebraska —Lincoln 
Bursar’s Office 

Design of  eCommerce Sites is Crucial to Managing Compliance 

Charging a Fee for Payment by Card 
Payment card regulations make it very difficult to 
charge an additional fee (surcharge) when a cus-
tomer pays their account using a credit/debit card. 
There are notification requirements, calculation requirements, get-
ting acknowledgement from the customer requirements, among 
others.  Rarely is the amount collected as a fee for presentment of a 
credit/debit card going to outweigh the cost of fulfilling the notifica-
tion requirements.  A better approach is to build into the price of 
your product an amount to help offset the fees. 

The exception to this is for payments on a UNL Student Account 
using a credit card which is a convenience fee.  It is a unique ar-
rangement with the company which processes all of our online pay-
ments and is paid directly to them. 

You can, however, charge a fee for making payment at the ‘door’ of 
an event.  This would be a late registration fee and must be applica-
ble to all payment types accepted.  It is not the customer’s choice of 
payment method that creates the fee, but instead the timing of their 
payment. 

Sending Cardholder Data Among Offices 
If you are collecting cardholder data (CHD) in one 
location and another location is then processing the 
transaction, the method of delivery of the data must be 
considered in your compliance efforts.   

Per our QSA, “The transmission of the cardholder data 
has to be sent via a traceable method. That can mean 
that you use a FedEx or USPS tracking number, or it 
can simply mean that there is a formal process for 
tracking how many sheets were collected, who is trans-
porting them, and then formally acknowledging their 
receipt at their final destination.” 

In other words if you are mailing data between offices, 
a formal process must be in place to 
track the sending, receiving, processing 
and storing of the CHD. 

If you have an eCommerce site, designing your site with the intent 
to reduce your PCI scope will greatly help you manage your PCI 
compliance responsibilities.   

Redirects 

Under Version 3.0, the site that transfers your customers to your 
card processor, or the pay now button, is in scope for PCI.   This 
is referred to as a redirect. 

If you have multiple sites redirecting to, for example Payflow Link, 
then each individual site is in scope for PCI.  A site design which 
has only one place or page doing the redirect for various purchase 
options can reduce your PCI scope.  That should always be our 

goal when we develop our merchant web-
sites.  Consolidate all your eCommerce to one server 
whenever possible.  Then only that server will be in 
scope, and your compliance efforts can be minimized. 

ITS is working on a checklist for 
guidance on the security of redi-
rects.  There are a number of items 
that must be looked at to bring 
these sites into compliance under 
V3.0.  They can be found in SAQ 
A-EP. 
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